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BEWARE OF SCAM OF WEBSITES USING OUR LOGO TO SELL
APPLE AIRPODS AND OTHER NAME BRAND HEADSET AND EARBUDS.

NUMEROUS SCAM WEBSITES USING GOOGLE SEARCH ADS ADVERTISING 50%, 60%, 70% OFF
BRAND NAME HEADSETS AND EARBUDS ARE USING THE EARPHONE CONNECTION LOGO AND
POSING AT REPUTABLE COMPANIES. SOME OF THESE SCAM WEBSITES ARE ALSO USING THE
BEATS BY DR. DRE LOGO AND THE APPLE LOGO. THESE WEBSITES ARE ILLEGIMATE AND WILL
STEAL YOUR MONEY AND PERSONAL INFORMATION. PLEASE REPORT TO THE AUTHORITIES.

Ad - www.buybeststoressappl.com/ «

70%0ff Official AirP0Ods Pro - Best AirP0ds Pro Deals

70%0ff Headphones Official Headphones Free Shipping & Free Returns. Fast Delivery. 70%0ff
Official SiteDouble Offer Shop Now. Multiple Payment Methods. Make Inquiries.

Ad - www.airpodsproproshop.com/ =

60% Off Official Apple Store Airpods - Earbud Limited Time Offer

The Best Gift for Christmas 60% Off Official Apple Store Airpods Free 2 Days Shipping & Return.
Apple Store Airpods Limited Time Offer Huge Selection & Great Prices Double...

Here are links to report PHISHING FRAUD to authorities online:

FEDERAL TRADE COMMISSION COMPAINT CENTER: https://freportfraud.ftc.gov/#/

FBI INTERNET FRAUD COMPLAINT CENTER: https:/www.ic3.gov/complaint/default.aspx
IF YOU PAID USING PAYPAL, YOU SHOULD DISPUTE THE CHARGES IMMEDIATELY.

You may also choose to file a police report. We are sorry that this happened to you and we
assure you, we are doing everything we can to get these fraudulent website taken down. Make
no mistake that you are the victim of a crime and our company is the victim of trademark i
nfringement and identity theft.

We have filed paperwork with GOOGLE ADSENSE, the companies that hosts these sites, the FTC
(Federal Trade Commission) and the FBI because they are using our intellectual property (logo)
and posing as The Earphone Connection. Our company, The Earphone Connection actually sells
two-way radio earpieces to law enforcement. We have been able to get some of the website
URLs taken down, but it is very frustrating because there seems to be more than one URL and
there is no way to contact them as all contact info. on their website is fake. We are continuing to
do what we can to hopefully get all of the websites shut down.

To minimaize risk, we recommend the following link for identifying potential scam websites online:
https://www.scamdoc.com/

If you know of an internet scam, please report it on the following website to alert the public of scams:
https://www.signal-arnagues.com/en/scam/add



https://reportfraud.ftc.gov/#/
https://www.fbi.gov/scams-and-safety/on-the-internet
https://www.scamdoc.com/
https://www.signal-arnaques.com/en/scam/add

